EMQXHEZ1THbugicR
ErriafTEldockerdr, LIMEIT
BERZ: Windows 10

Dockerkiz4~: Docker Desktop 4.5.1
EMQXhiA: 4.4.16

BEE X HHERE DN T :

br oker . shared_subscription_strategy = hash_clientid

broker. shared _di spatch_ack enabl ed = true

EFR: ZbugFEYIIbug, FAEEAET100REZIT RS, AOHITIR, ERHMERT, BRESZARFESE, bugFahl,

BELR
PATLAT <

nosqui tto_sub.exe -i clientl
devi cel D. ca. chai n. pem --key
i nsecure
nosquitto_sub.exe -i client2
devi cel D. ca. chai n. pem --key
i nsecure
nosqui tto_sub.exe -i client3
devi cel D. ca. chai n. pem --key
i nsecure

-c -d -t $queue/test
schclient. key --cert

-c -d -t $queue/test
schclient. key --cert

-c -d -t $queue/test
schclient.key --cert

nosquitto_pub.exe -d -t test

-q 2 --cafile p-cn-
schclient.crt --

-q 2 --cafile p-cn-
schclient.crt --

-q 2 --cafile p-cn-
schclient.crt --

-q 2 --cafile p-cn-devicel D. ca. chai n. pem

--key schclient.key --cert schclient.crt --insecure -mla -i a
nmosquitto_pub.exe -d -t test -q 2 --cafile p-cn-devicel D. ca. chai n. pem
--key schclient.key --cert schclient.crt --insecure -m2a -i aa
nosqui tto_pub.exe -d -t test -q 2 --cafile p-cn-devicelD. ca. chain. pem
--key schclient.key --cert schclient.crt --insecure -m3a -i aaa

MZclient1Fclient2, HIWEIT 1af02aEGE,
C:\documents\SMS2.0\Monitor Center\EMQX certificate\EMQX P\client certificate
A mosquitto_sub.exe -i clientl -c -d -t $queue/test -q 2
--insecure
Client clientl sending CONNECT
Client clientl received CONNACK (©)

Client clientl sending SUBSCRIBE (Mid: 1, Topic: $queue/test, QoS: 2, Options: 0x00)
Client clientl received SUBACK

Subscribed (mid: 1): 2
Client clientl received PUBLISH (do, g2, r@, ml,
Client clientl sending PUBREC (ml, rce)
i clientl received PUBREL (Mid: 1)
clientl sending PUBCOMP (ml1)

"test', ... (2 bytes))

clientl sending PINGREQ

--cafile p-cn-deviceID.ca.chain.pem

--key schclient.key --cert schclient.crt



C:\documents\SMS2.0\Monitor Center\EMQX certificate\EMQX P\client certificate
A mosquitto_sub.exe -i client2 -c -d -t $queue/test -q 2 --cafile p-cn-devicelD.ca.chain.pem --key schclient.key --cert schclient.crt
--insecure
Client client2 sending CONNECT
Client client2 received CONNACK (9)
Client client2 sending SUBSCRIBE (Mid: 1, Topic: $queue/test, QoS: 2, Options: ©x00)
Client client2 received SUBACK
Subscribed (mid: 1): 2
Client client2 received PUBLISH (d@, q2, r@, m84, 'test', ... (2 bytes))
i client2 sending PUBREC (m84, rc®)
client2 received PUBREL (Mid: 84)
client2 sending PUBCOMP (m84)

client2 sending PINGREQ

C:\documents\SMS2.0\Monitor Center\EMQX certificate\EMQX P\client certificate

A mosquitto_pub.exe -d -t test -q 2 --cafile p-cn-deviceID.ca.chain.pem --key schclient.key --cert schclient.crt --insecure -m la -i
a
Client
Client

a sending CONNECT

a received CONNACK ()

a sending PUBLISH (de, g2, ro, ml, "test', ... (2 bytes))
a received PUBREC (Mid: 1)

a sending PUBREL (ml)

a received PUBCOMP (Mid: 1, RC:9)

Client a sending DISCONNECT

C:\documents\SMS2.0\Monitor Center\EMQX certificate\EMQX P\client certificate

A mosquitto_pub.exe -d -t test -q 2 --cafile p-cn-deviceID.ca.chain.pem --key schclient.key --cert schclient.crt --insecure -m 2a -i
aa

Client aa sending CONNECT

aa received CONNACK (@)

aa sending PUBLISH (d@, q2, r@, ml, "test', ... (2 bytes))

aa received PUBREC (Mid: 1)

aa sending PUBREL (ml)

aa received PUBCOMP (Mid: 1, RC:0)

aa sending DISCONNECT

&EZEsubscriptions:
bash-5.1% emgx_ctl subscriptions list
client2 -> test

clientl -> test
bash-5.1% |

& C O loc
@ @ JSONForm

Monitor
Subscriptions All Nodes

Subskriptions Client ID opic filter
v Rule Engine
Client ID
client1

client2

&HEclient




« C @ localhost:18083/#/clients e w *» 0@ :

(o 0) (Frema)

Clients All Nodes

@ @ JSON Formatter & work

Clients

Client ID Usemame

Client ID Username IP Address Keepalive(s) Expiry Interval(s) Subscriptions Count Connect Status Connected At
client2 undefined 2.17.0 60 7200 1

client1 undefined 217.0 22 60 200 1

EHEtopics
& Edit- EMQGE=ITRNE - 1okE. X [B Dashboard X @ H£ZITHE|EMOX 44 3R x | & Add Page - EMOGEITAZA, v - X
< C @ localhost:18083/#/topics 2 % ®» 0O e H
@ @ ISON Formatter &. work

BEd Monitor

BIEIN—"clientiTi5], F{EMa aa,aaa=NEFinKRIEEE

nosqui tto_sub.exe -i client3 -c -d -t $queue/test -q 2 --cafile p-cn-
devi cel D. ca. chai n. pem --key schclient.key --cert schclient.crt --
i nsecure

nosquitto_pub.exe -d -t test -q 2 --cafile p-cn-devicel D. ca. chai n. pem

--key schclient.key --cert schclient.crt --insecure -mla -i a

nosqui tto_pub.exe -d -t test -q 2 --cafile p-cn-devicel D. ca. chain. pem
--key schclient.key --cert schclient.crt --insecure -m2a -i aa
nosqui tto_pub.exe -d -t test -q 2 --cafile p-cn-devicel D. ca. chain. pem
--key schclient.key --cert schclient.crt --insecure -m3a -i aaa

client1#r2a, client2#l1a, 2a, 3a, client3iEl1a, 3a.
Bitkclient2HEZ=TRHIL T [T/, B2 T £EPEUE.



clientl received PINGRESP

clientl received PUBLISH (do, g2, ro, m3, 'test', ... (2 bytes))
clientl sending PUBREC (m3, rc@)

clientl received PUBREL (Mid: 3)

clientl sending PUBCOMP (m3)

clientl sending PINGREQ
clientl received PINGRESP
clientl sending PINGREQ
clientl received PINGRESP

la

Client client2 received PUBLISH (do, g2, r@, m87, 'test', ... (2 bytes))
Client client2 sending PUBREC (m87, rco)

Client client2 received PUBREL (Mid: 87)

Client client2 sending PUBCOMP (m87)

2a

Client client2 received PUBLISH (do, g2, r@, m88, 'test', ... (2 bytes))
Client client2 sending PUBREC (m88, rco)

Client client2 received PUBREL (Mid: 88)

Client client2 sending PUBCOMP (m88)

3a

Client client2 received PUBLISH (d9, g2, r@, m89, 'test', ... (2 bytes))
Client client2 sending PUBREC (m89, rco)

Client client2 received PUBREL (Mid: 89)

Client client2 sending PUBCOMP (m89)

la

Client client2 sending PINGREQ

Client client2 received PINGRESP

Client client2 sending PINGREQ

Client client2 received PINGRESP




A mosquitto sub.exe -i client3 -c -d -t $queue/test -q 2 --cafile p-cn-devicelD.ca.chain.pem --key schclient.key
-insecure

Client client3 sending CONNECT

Client client3 received CONNACK (©)

Client client3 sending SUBSCRIBE (Mid: 1, Topic: $queue/test, QoS: 2, Options: ©x00)
Client client3 received SUBACK

Subscribed (mid: 1): 2

Client client3 sending PINGREQ

Client client3 received PINGRESP

Client client3 received PUBLISH (d@, g2, r@, ml, 'test', ... (2 bytes))
Client client3 sending PUBREC (ml1, rce)

Client client3 received PUBREL (Mid: 1)

Client client3 sending PUBCOMP (m1)

la

Client client3 sending PINGREQ

Client client3 received PINGRESP

Client client3 received PUBLISH (d@, g2, r@, m2, 'test’', ... (2 bytes))
Client client3 sending PUBREC (m2, rce)

Client client3 received PUBREL (Mid: 2)

Client client3 sending PUBCOMP (m2)

3a

Client client3 received PUBLISH (d@, g2, r@, m3, 'test', ... (2 bytes))
Client client3 sending PUBREC (m3, rce)

Client client3 received PUBREL (Mid: 3)

Client client3 sending PUBCOMP (m3)

la

Client client3 sending PINGREQ

Client client3 received PINGRESP

Client client3 sending PINGREQ

Client client3 received PINGRESP

t client2, Ffclean session
= - E Dashboard X B H#ZTH | EMQX 44 3Tt X ‘ & Add Page - EMQXESITRTR X ‘ +

( GitHub O) ( Free Trial — )

Clients Al Nodes

Clients

Client ID Username

™ Rule Engine
Client ID Usermame IP Address Keepalive(s) Expiry Interval(s) Subscriptions Count Connect Status Connected At Operation
client undefined 7.0.1:50622 61 200 1 CONNECTED 2023-04-17 23:12:08 Kick Out

client3 undefined 7.0.1:50794 6 200 1 ( ECTED 2023-04-17 23:30:23 Kick Out

X @ H=TH|EMOX 44 3744 X \ A

Node

69f7fade0d09@172.17.0.2

% Rule Engine




2023/4/248%k
FAtttmosquittohkA22.0.14 (windows 10)

C:\documents\SMS2.0\Monitor Center\EMQX certificate\EMQX P\client certificate
A mosquitto sub.exe --version

mosquitto_sub version 2.0.14 running on libmosquitto 2.0.14.

C:\documents\SMS2.0\Monitor Center\EMQX certificate\EMQX P\client certificate

SKH$share/$queue/testigMtsk, {BEM$share/gl/testEI T,

I
nosquitto_sub.exe -i clientl -c -d -t $share/gl/test -q 2 --cafile p-cn-
devi cel D. ca. chai n. pem --key schclient.key --cert schclient.crt --
i nsecure
nosquitto_sub.exe -i client2 -c -d -t $share/gl/test -q 2 --cafile p-cn-
devi cel D. ca. chai n. pem --key schclient.key --cert schclient.crt --
i nsecure

nosquitto_pub.exe -d -q 2 -t test --cafile p-cn-devicel D. ca. chain.pem
--key schclient.key --cert schclient.crt --insecure -mla -i a

nosquitto_pub.exe -d -q 2 -t test --cafile p-cn-devicelD. ca. chain. pem
--key schclient.key --cert schclient.crt --insecure -m2a -i aa

plinez S

1. FcfERclient1fclient2i] @, AEERHaflaakfmiEs, FEESEaclient1fclieng2, TRKNEBATES. WEEE

2. EESE, BILEHIHEITEbug,
& C' @ localhost:18083/#/clients 2 w ®» 0O e :
@ @ JSON Formatter &. work

Clients All Nodes

Client ID Username
Rule Engine
5 Analysis Client ID Usemame IP Address Keepalive(s)  Expiry Interval(s) Subscriptions Count Connect Status Connected At
client2
client3

client1




58 Topics

Subscriptions

A Rule Engine

N Rule Engine

mosquittofyZ

Client
latest
Client
Client
Client
Client
latest
Client
Client
Client
Client
2atest
Client
Client
Client
Client
2atest

Subscriptions

Client ID

Client ID

client3

client2

client1

clientl

clientl
clientl
clientl
clientl

clientl
clientl
clientl
clientl

clientl
clientl
clientl
clientl

x paho-matt-PyPl X | @ HTTP API|EMOX X

InEEIT

received :
sending PUBCOMP (m5@)

received PUBLISH (d®, g2,
sending PUBREC (m51, rc®)
received PUBREL (Mid: 51)
sending PUBCOMP (m51)

re, ms1,

received PUBLISH (de, g2,
sending PUBREC (m52, rc®)
received PUBREL (Mid: 52)
sending PUBCOMP (m52)

re, ms2,

received PUBLISH (d®, g2,
sending PUBREC (m53, rc®)
received PUBREL (Mid: 53)
sending PUBCOMP (m53)

re, mb3,

filter v

G emax-Google 5 % | B @Mt

(GitHubO) C:n— a

All Nodes

BeaAlt x | BB #FiTHbug (F x | +

"test’',

"test’,

"test',




Client client2 received PUBREL (Mid: 53)

Client client2 sending PUBCOMP (m53)

latest

Client ciient2 received PUBLISH (do, g2, r@, m54, 'test’', ... (6 bytes))
Client client2 sending PUBREC (m54, rc®)

Client client2 received PUBREL (Mid: 54)

Client client2 sending PUBCOMP (m54)

latest

Client client2 received PUBLISH (do, g2, r@, m55, 'test’', ... (6 bytes))
Client client2 sending PUBREC (m55, rc@)

Client client2 received PUBREL (Mid: 55)

Client client2 sending PUBCOMP (m55)

2atest

Client ciient2 received PUBLISH (do, g2, r@, m56, 'test’, ... (6 bytes))
Client client2 sending PUBREC (m56, rce)

Client client2 received PUBREL (Mid: 56)

Client client2 sending PUBCOMP (m56)

2atest

Client client2 sending PINGREQ

Flient client2 received PINGRESP

Client a received PUBCOMP (Mid: 1, RC:9)
Client a sending DISCONNECT

C:\documents\SMS2.9\Monitor Center\EMQX certificate\EMQX P\client certificate
A mosquitto_pub.exe -d -q 2 -t test --cafile p-cn-deviceID.ca.chain.pem --key schclient.key --cert schclient.crt --insecure -m latest

sending CONNECT
received CONNACK (©)
sending PUBLISH (do, q2, r@, ml, "test', ... (6 bytes))

sending PUBREL (m1)
received PUBCOMP (Mid: 1, RC:9)

a
a
a
a received PUBREC (Mid: 1)
a
a
a sending DISCONNECT

C:\documents\SMS2.0\Monitor Center\EMQX certificate\EMQX P\client certificate

A mosquitto_pub.exe -d -q 2 -t test --cafile p-cn-deviceID.ca.chain.pem --key schclient.key --cert schclient.crt --insecure -m 2atest
-i aa

Client aa sending CONNECT

Client aa received CONNACK (©)

Client aa sending PUBLISH (de, g2, r@, ml, 'test', ... (6 bytes))

Client aa received PUBREC (Mid: 1)

Client aa sending PUBREL (ml)

Client aa received PUBCOMP (Mid: 1, RC:@)

Client aa sending DISCONNECT

C:\documents\SMS2.0\Monitor Center\EMQX certificate\EMQX P\client certificate

A mosquitto_pub.exe -d -q 2 -t test --cafile p-cn-devicelD.ca.chain.pem --key schclient.key --cert schclient.crt --insecure -m 2atest
-i aa

Client aa sending CONNECT

HiBAE LI EBcopei>k T, {RAILARE share/g1/testiTiFZ[ERIEE
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